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Abstract

With the rapid development of wireless technology and portable devices, mobile ad-
hoc networks (MANETS) are more and more present in our daily life. Ad-hoc net-
works are often composed of mobile and battery-supplied devices, like laptops, mo-
bile phones, and PDAs. With no requirement for infrastructure support, MANETSs
can be used as temporary networks, such as for conference and office environments,
and for disaster areas. The disadvantage is that they usually have limited bandwidth
and that devices in ad-hoc networks have energy-constrained power supplies, which
requires simple and efficient underlying communication protocols. One of the most
fundamental actions that such devices in networks need to do is to find information
about the environment they are operating in. To share and use the available context
information in the network, devices first need to discover and locate the required
information. This action is called context discovery. However, none of the existing
discovery protocols can well support resource-limited fully-distributed MANETS.
Therefore, in this thesis, we design and develop a new context discovery protocol
for MANETS, which is called Ahoy.

By using attenuated Bloom filters, Ahoy reduces traffic load to discover avail-
able context information and provides directional probabilistic querying. We build
an analytical model to evaluate the performance of Ahoy compared with two con-
ventional approaches: pro-active and reactive discovery protocols, and to allow for
optimization of Ahoy’s parameters. The results of the analytical model are validated
by simulations. We estimate the network traffic generated by Ahoy in both static
and dynamic environments. We find that Ahoy requires significantly less network
traffic than the other two protocols in static networks, and that it is stable in a
dynamic environment in which the network topology may change.

We also study the vulnerability of Ahoy when it encounters different malicious
attacks. Our analyses shows that compared with pro-active and reactive protocols,
Ahoy is not more vulnerable than the other two protocols. In some cases, the use of
attenuated Bloom filters can even help to protect the contents of packets up to a cer-
tain level. In case of serious risks, we propose specialized security countermeasures
to enhance the network security of Ahoy.

Finally, we build a prototype of Ahoy and test it on UNIX-like platforms.
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Through these analysis and studies, we conclude that the novel discovery protocol
Ahoy proposed in this thesis can discover information efficiently, while generating
only little network traffic, in both static and dynamic fully-distributed MANETSs.
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Chapter 1

Introduction

Nowadays, more and more people have portable wireless devices, such as laptops,
PDAs, and mobile phones. These devices are used in mobile ad-hoc networks
(MANETS), in which people can share information and services among each other.
One of the essential functions in MANETS is to support context information discov-
ery. Context discovery protocols should be capable to find and locate information
that is distributed in the network. These protocols should be simple and efficient,
due to the limited bandwidth that is available in MANETS, and due to the limited

energy capacity of the battery-powered devices.

Existing discovery protocols cannot fulfill both requirements at the same time.
In this thesis, we therefore propose a novel space-efficient context discovery protocol
for resource-constrained MANETSs. The protocol is named Ahoy. It uses Attenu-
ated Bloom Filters (ABFs) to represent context information types in the network.
Compared with conventional solutions, such as proactive and reactive protocols, it
consumes less storage space for information, supports selective querying, and reduces
the traffic generated for discovering information in the network. Ahoy thus helps to

save bandwidth and transmission power which is essential for ad-hoc networks.

This chapter is organized as follows: Section 1.1 introduces background infor-
mation. The motivation for the thesis is presented in Section 1.2. Then, we discuss
the design requirements and assumptions, in Section 1.3. Thereafter, we pose the
main research questions in Section 1.4. Section 1.5 elaborates on the approach and

the structure of the thesis.



1.1 Background

Wireless technology is developing rapidly, and in recent years, it has been deployed in
many different application areas, from personal devices to satellites. We can connect
to almost every device using wireless technology. More and more consumers possess
personal devices, such as PDAs, laptops, and cell phones, which are facilitated by
wireless communication technology, such as Bluetooth [7] and WIFI [39]. As a result,
research and application developments are extending from the traditional wireless
access networks to networks with a more direct communication manner: mobile
ad-hoc networks (MANETS).

MANETS, unlike Ethernet and infrastructure Wireless LAN (WLAN), do not
rely on fixed infrastructures. Devices can establish an arbitrary network via wireless
communication when needed. We call the devices that establish the network, the
nodes of the network. The wireless communications between nodes are called links.
Generally, nodes are not required to load or exchange configuration files to form or
join the network [73]. Often nodes are battery-powered and able to move freely in
any direction at any speed, which can lead to a frequent variation in connectivity.
Wireless technologies that are used in MANETS, like Bluetooth, have improved in
recent years. However, they still cannot provide the same data rate and bandwidth
as Ethernet and infrastructure WLAN.

MANETS can be used in various situations, especially when no infrastructure
support is available or when it is too time-consuming and expensive to set up an
infra-structured network. Normally, MANETS are temporary networks and their
topology is unpredictable and dynamic. Typical scenarios in which MANETS are
established include [71]:

e Office and conference centers. In such an environment, most of the resi-
dent devices, such as desktop computers, printers, and scanners, are generally
connected to Ethernet or WLAN. However, the mobile devices from employees
or visitors, are often not authorized to connect to the fixed network. Consider
a meeting scenario, where many visitors coming from cooperating partners
need to share documents, exchange name cards, and use printers. Ad-hoc

networks can satisfy such needs.

e Disaster relief areas. One of the major applications for ad-hoc networks



is emergency rescue. It is usually not possible to establish an infrastructure
network in areas damaged by nature or man-made disasters, such as fires,
explosions, tornados, or earthquakes. Buildings and base stations are badly
damaged or destroyed and there is no time to build up a fixed network to
facilitate rescue teams. However, rescue teams can build up their own ad-hoc
networks to communicate with each other. The refugees can also join the net-
works and provide crucial personal information like their location and health
status, via their personal mobile devices such as cell phone or global position-
ing system (GPS). Meanwhile, the rescue team can offer first-aid instructions

to them.

e Personal environments. With the surprisingly fast development of personal
devices and their applications, regular consumers can establish their own per-
sonal networks, which may contain cell phones, laptops, wireless keyboards
and mouses, gaming devices, cameras, and video recorders. Furthermore, peo-
ple can share devices with friends. This kind of network can be set up at home
as well as in restaurants, theaters, cinemas, and even in high-speed moving

objects like cars and trains.

e Remote areas. Ad-hoc networks can also be set up in remote open areas
where it is difficult to build fixed networks. This type of network is commonly
used to support research works, like in polar areas, glaciers, high mountains,

and forests.

Figure 1.1 visualizes an example of a MANET in an office scenario. Various
devices are connected to each other via wireless links. They form an ad-hoc network
to provide information and services to each other.

MANETS can appear in specialized forms, such as wireless sensor networks
(WSNs) [2] and vehicular ad-hoc networks (VANETS) [46]. WSNs are mostly com-
posed of small devices like sensors. These sensors collect data that are sent to some
central servers for further processing. Compared with normal MANETS, the devices
in WSNs often have relatively little storage capacity and processing power, and
they are generally less mobile. In this respect, VANETSs can be considered to be
another extreme. Devices in VANETS are equipped in vehicles which move around.

Such networks are highly dynamic, as the speeds of the moving devices can be very



Figure 1.1: A MANET in a conference center, which consists of computers,
PDAs, webcams, printers, projectors, and phones.

different. For example, on a highway cars can approach each other quite rapidly, es-
pecially in (nearly) congested traffic flows. As a result, two vehicles can move inside
and outside each others communication range with high frequency. On the other
hand, devices in VANETS can be as powerful as a normal computer. The constraints
regarding the small devices in WSNs are therefore not a concern in VANETS. In this
thesis, we do not consider extreme forms of MANETSs such as WSN and VANETS,
but focus on more regular MANETSs composed of personal devices, such as PDAs,
laptops, and cell phones. These devices are often battery powered. In general, they
have less processing power than PCs and servers, but more than sensors. Such de-
vices are carried by people, which may move with high speed, such as in high-speed
trains. However, we assume that the relative movements between the nodes in the

network are not as large as in VANETS.

For networks without predefined topologies, a major challenge is to find and
locate the desired information source that is being requested by an arbitrary device.
This action can be defined as context discovery. In computer science, the most

referred definition of context is given by Dey et al. [22] as:

Context is any information that can be used to characterize the situation
of entities (i.e. whether a person, place, or object) that are considered

relevant to the interaction between a user and an application, including



the user and the application themselves. Context is typically the loca-
tion, identity and state of people, groups and computational and physical

objects.

In this definition, context actually refers to context information. For example,
if the entity is a printer, its context includes color, location, queue length, etc. In
this thesis, we categorize context information into types, called context information
types. For example, we have the following two contexts: “Device A is located in
room B” and “Device A is at the third floor”. Both contexts describe the detailed
location of Device A. They can therefore be categorized into the same type “location
of Device A”. In MANETS, every node plays two roles. It can be both a contest
source which provides the context information, and a context user which looks for

and uses available information. In this thesis, context discovery is defined as follows:

Context discovery is the action to discover where (the) relevant context

information is located.

When one looks for context information, one generally first queries for the type
of the requested information. For example, when we want to know where Device
A is, we ask our neighboring nodes to provide us with the “location of Device A”.
When we find the context source that can give us this context information, we then

retrieve the detailed contents.

To make sure that nodes understand each other, it is important to standardize the
context information types in the network. We assume that the context information
types are standardized by specific names, and that all nodes know these standard
names. From now on, when we refer to “context” or “context information”, we

actually mean the type of context information.

Recently, much effort has been spent to develop protocols for context discovery.
However, most of these efforts have been related to networks in which information
is centrally stored, and the proposed methods are less suited for decentralized ad-
hoc networks. In this thesis, we present a novel discovery protocol for simple and

cost-efficient context discovery in ad-hoc networks.



1.2 Motivation

When devices just arrive in a new environment, they do not have any idea about
which context information is available around. Before they take any action, i.e.,
establish communication links with other nodes, they often want to learn first what
is available around and whether there is any relevant context information reach-
able. In this type of networks, which is called contezrt-aware networks, an overview
of available context information is provided to nodes that would like to join the
network. Nodes establish links, based on this knowledge. This concept has also
been defined in the Freeband Project AWARENESS (context AWARE mobile NEt-
works and ServiceS) [25], which mainly focused on the development of services and
network infrastructures for context-aware and proactive applications. The research
described in this dissertation has been performed in the context of the Freeband
AWARENESS project, and it aimed to study and design a context discovery proto-
col for context-aware MANETS.

Context discovery in such networks faces some serious challenges. First of
all, nodes should be able to share the available context information with other
nodes. Moreover, there are challenges which are mostly related to special features
of MANETS, according to [67] and [14], as follows:

e Unstable wireless links. Nodes connect to each other via wireless links,
which are not as reliable as wired connections. The quality of the trans-
mission can be affected by, e.g., weather, temperature, and the surrounding

environment.

e Mobility. Nodes have the freedom to move. Therefore, links between nodes
change frequently, and network topologies vary accordingly. As a consequence,

the locations of context information also change frequently.

e Arbitrary and decentralized topology. As a result of the dynamic struc-
ture of ad-hoc networks, nodes are randomly distributed in space. With no
base station coordinating the flow of messages, each node forwards packets to

and from the others individually.

e Battery-powered small devices. Nodes are often battery powered, which

offers the advantage of mobility, but also restrains the power consumption.



e Limited bandwidth. Due to the wireless communication, ad-hoc networks
have limited bandwidth in general. Large packets and frequent packet ex-

changes can easily jam the network.

e Self-organized and self-configured. Nodes are capable of configuring by
themselves with little or no human interference to join the network and recon-

figure themselves automatically as the network changes.

We claim that existing discovery protocols cannot handle these characteristics
and challenges in a satisfying way.

We can categorize existing discovery protocols by the way they store information.
According to this classification, which is described in detail in Section 2.1.2, we can

distinguish between the following three types:

e centralized approach;
e cluster-based approach;

e distributed approach.

The centralized approach requires master or gateway nodes to maintain directo-
ries. This requires some sort of hierarchy in which there is sufficient storage capacity
in the “servers”. Dynamic ad-hoc networks mainly consist of mobile nodes, which
have low storage capacities. The centralized approach is therefore less suitable
for fully distributed ad-hoc networks. With unknown topology and no pre-defined
infrastructure, it is also not possible to establish groups or organize clusters in ad-
vance. The distributed approach seems to be the only suitable approach for ad-hoc
networks. The existing discovery protocols that use the distributed approach are,
however, not very efficient. First, information is often advertised and cached in
space-consuming formats, such as textual, attribute-value pairs, or markup lan-
guages. Second, the question of how much information should be advertised, is so
far not resolved. This is a fundamental question, because it determines the effi-
ciency of the context discovery. When for example more information is advertised
in advance, nodes know more often where to look for information. As a result,

they can query efficiently for information. However, the extra advertisements will



also generate more traffic. We thus need to find a balance in the amount of adver-
tised information and query efficiency to obtain a discovery protocol that meets the
required high efficiency.

Therefore, we are looking for a method to support efficient information repre-
sentation and storage for the discovery phase. We aim to develop a multi-hop dis-
covery protocol for fully distributed context-aware MANETS, which provides nodes
an overview of existing context sources, but in the process tries to minimize the

amount of generated traffic and required computational power.

1.3 Design Requirements and Assumptions

From the disparity between the characteristics of dynamic ad-hoc networks and
existing protocols, the design assignment for the development of a new discovery

protocol requires special attention. Those design requirements are addressed below.

e Context-aware networks. Nodes that participate in the network should
have an overview of available context sources around. The new protocol should
provide this information to every node in the network, starting from the mo-

ment when it joins the network.

e Efficient information representation and discovery process. Ad-hoc
networks have limited bandwidth and processing power. Space and traffic
savings are the keywords for the discovery protocol design. Packet sizes should
be small, and frequent packet exchanges throughout the network should be
avoided.

e Simple computation during the discovery process. Battery-powered
nodes in ad-hoc networks cannot afford heavy computation load. The com-
plexity to update information and search for required information should be
small. Even in a high density network with a lot of information updates
and frequent discovery requests, the new discovery protocol should limit the

power-consumption for nodes.

e Decentralized approach. Nodes in MANETSs are mobile and mostly battery-

power supplied. They might run out of power or move to other places at any



time. We can not rely on centralized discovery approaches where one or few
node(s) keep records or directories of all context information in the network.
The new design should support discoveries in decentralized topologies, where

no node performs as a “server” or a gateway node.

e Discovery in a mobile environment. There are many dynamic factors in
ad-hoc networks. Mobile nodes and wireless communication cause variation of
the location of information in the network. The new design should deal with

those dynamic factors.

e Multi-hop discovery. The larger the query range, the more information can
be found. The new protocol should be capable of locating information multiple

hops away from the querying node.

e Pre-configuration free. Nodes should not need to install or download con-

figuration information to join the network.

The design of the new discovery protocol will enable users to locate requested
information in context-aware ad-hoc networks. We focus on how to discover the
information. In this thesis, we do not touch the topic of actually obtaining the infor-
mation. The protocol design is also independent of the underlying communication
protocols. It can be resided in the transport layer, e.g., on top of TCP or UDP, in
the network layer, e.g., on top of IP, or in the link layer, just above the technology
dependent MAC-sublayer. It should be able to serve any wireless communication
network protocol, such as Bluetooth, Zigbee, etc. We do not consider the choice
of underlying protocol in this thesis. Moreover, we assume that types of context
information are standardized. Each context information type is uniquely known by
a specific name, and all nodes are aware of the standard. In other words, when a
node looks for a type of context information, the other nodes understand what it is

looking for.

1.4 Research Questions

The main objective of this thesis is to propose an efficient context discovery protocol

for ad-hoc networks. The main research question of this dissertation is:
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How can nodes in a context-aware ad-hoc network find and locate re-
quested context information types fast and precisely, with limited band-

width usage and power consumption?

We should cope with the following research topics to resolve the main research

question during the design.

Research Question 1: Protocol design. How to discover context information

to fulfill the mentioned design requirements?

RQ 1.1: Context representation.

- What is the proper manner to represent context information during

the discovery process?

- How should we record the information availability in the network?
Which nodes, if any, may keep lists or directories of available infor-

mation. What is the best choice for our situation?

RQ 1.2: Discovery method. How to find information in a fully distributed
network? We want to announce and query the information in a manner
that does not generate a large amount of traffic. In general, a fast discov-
ery protocol requires the announcement of detailed context information,
which consumes a significant amount of bandwidth and battery power.
How can we obtain an efficient protocol, which at the same time limits
the consumption of bandwidth and battery power?

Research Question 2: Protocol performance. What is the performance of the

new protocol, especially, in terms of the following aspects?

RQ 2.1: Complexity. What is the complexity of our protocol? It is important
that the protocol itself is not too complex. Complex algorithms may

consume too much power for computation and transmission.

RQ 2.2: Scalability. How does the protocol perform under different network
scale, i.e., small, middle, or large networks, with different network densi-
ties? Does the protocol have a relatively reasonable performance in high

density networks?
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RQ 2.3: Mobility. How does the protocol react to network dynamics? Can
we still locate information when nodes are moving? Is there any rela-
tion between network performance and speed or direction of the moving
objects? Mobility is one of the important features of MANETSs. It is
important to make sure that the protocol is stable and functioning well

in dynamic networks.

RQ 2.4: Vulnerability. What is the vulnerability of the protocol and how can
it be improved? How does the protocol react towards various kinds of
attacks? Can we improve the protocol such that the users are protected

against some or even all of these attacks?

1.5 Approach and Dissertation Structure

To elaborate on the above mentioned research questions, we take the following ap-
proach and organize the thesis as follows. Figure 1.2 gives an overview of the outline

of the thesis, especially in relation to the research questions.

o Chapter 1, Introduction. The current chapter introduces the backgroud and
the motivation of the research in this dissertation, and presents the scope of

this research.

o Chapter 2, Context and Service Discovery Protocols. We first study related
work regarding context and service discovery protocols in MANETSs. We argue
why the existing protocols cannot fulfill the requirements mentioned in Sec-
tion 1.3 and why there is a need for a new discovery protocol for decentralized

MANETS.

e Chapter 3, Context Discovery Using Attenuated Bloom Filters. Based on the
requirements posed in Section 1.3 and the related work in Chapter 2, we pro-
pose a novel context discovery protocol, Ahoy. In this chapter, we elaborate
on the detailed protocol design and discuss our design choices. In doing so,

we answer Research Question 1.
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Chapter 4, Performance Modeling. An analytical model of Ahoy is established
for a static network. We use the model to optimize the parameter setting of the
system, and we evaluate the performance of Ahoy by comparing it with that of
conventional approaches (so-called proactive and reactive discovery protocols).
Finally, we validate the analytical model with simulations. Chapter 4 therefore

answers Research Question 2.1 and 2.2.

Chapter 5, Dynamic Connectivity in Mobile Environment. We extend our
analysis to the extra network traffic that is generated in mobile networks.
We observe different scenarios of dynamic connectivity and their influence on
the performance of Ahoy. We use both analytical and simulation approaches.
Again, the performance of Ahoy is compared with proactive and reactive pro-

tocols. Chapter 5 answers Research Question 2.3.

Chapter 6, Vulnerability Analysis. In this chapter, we analyze the vulnerability
of Ahoy. We study and compare how various attacks affect Ahoy, the proactive
and reactive protocols. Accordingly, we propose countermeasures to avoid such

attacks, or alleviate their impact. Chapter 6 answers Research Question 2.4.

Chapter 7, Proof of Concept Implementation. Subsequently, we implement
a prototype for Ahoy. In this chapter, we elaborate on the implementation
details. We test the prototype to verify whether Ahoy performs correctly and

analyze the amount of Ahoy traffic as portion of the total amount of traffic.

Chapter 8, Conclusions and Future Work. Finally, we conclude the thesis and

propose future work.
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Chapter 2

Context and Service Discovery
Protocols

The goal of this dissertation is to design and develop a context discovery protocol
for MANETS, so that devices have an overview of existing context information
types around and find requested context information quickly and efficiently in a
decentralized ad-hoc network. In the literature, a lot of attention has been given
to service discovery rather than context discovery. In this chapter, we describe
the relation between service discovery protocols and context discovery protocols.
Furthermore, we explore existing discovery protocols and show why they are not
suitable for our purpose.

This chapter is organized as follows. We first address the relation between con-
text and service discovery and give an overview of context/service discovery proto-
cols in Section 2.1. Then we introduce briefly existing service discovery protocols for
MANETS in Section 2.2. Finally, we discuss why existing service discovery protocols

can not fulfill our requirements in Section 2.3.

2.1 Overview

In computer science, context refers to the circumstances under which a device is
being used as defined in Section 1.1, whereas a service can be any application (con-
sisting of software and/or hardware) that a user might want to use. Service discovery

is the action to find requested services. Although the concept of context and service

15
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is different, the methodology to discover them is in essence the same. First, both
context and service can be described in a certain format or template. Secondly, the
discovery of both can be understood as an action of looking for information in the
network. The methods used for service discovery are suitable for context discovery
as well. In this chapter, we refer to the generic aspects of the discovery process when
using the terms service discovery and context discovery.

Context /service discovery protocols encounter the following three fundamental

questions in general:
e How is the context/service information represented?
e Where is the information stored?
e How is the information discovered?

We address these three questions in detail in the remainder of this section.

2.1.1 Information Description

A service may have some attributes, which are the characteristics of the service. For
example, a printer service can have the following attributes: position, resolution,
color, etc. Each attribute can be associated with a value, e.g., the position of the
printer is Room 101. Similarly, a context can also be characterized with context
information types, as we introduced in Section 1.1.

Context/service information can be described into various ways. According to

[56], service information and its attributes can be categorized into the following five

types:
o Textual.

Attribute-value pairs.

Hierarchy of attribute-value pairs.

Markup languages.

Object-oriented interface.



17

Those forms can define the context/service information in different levels of de-
tail. For example, a context/service can be described with its name in a text string,
or with detailed definition of attributes in Markup languages. Detailed descriptions
normally require larger storage space, which may also consume more processing ef-
fort and communication bandwidth. The choice of description form depends on the

requirements of the applications.

2.1.2 Storage Methods

The existing service discovery protocols (SDPs) utilize the following approaches
to store informat